
Moving Email to the 

Microsoft Office 365 Cloud

Welcome





System Source & Microsoft:
 Microsoft Certified Partner…since 1980’s

 Silver – Learning Solutions 

 Train 6,000 students/year

 Our Instructors rate 20% higher than Microsoft National 

Average Customer Satisfaction Scores.

 Silver – Infrastructure 

 1,000’s of Microsoft implementations

 Small Business to Enterprise

 Non-profit

 Education



System Source & Microsoft:



Agenda
 What is Office 365

 High Availability benefits of Office 365

 Identity and service management

 Email migration options

 Training 

 Security and Compliance

 Multifactor Authentication

 Message Encryption

 Data Loss Protection

 Subscription packages

 Integration with Skype for Business, SharePoint and other Office 365 services

 Wrap up, Evals, Door Prizes & Lunch





What is Office 365?



What is Office 365?
 Office 365 is a SaaS solution and is one of several cloud solutions 

offered by Microsoft.

 Your connectivity to, and your use of, Office 365 and other Microsoft 

cloud services are flexible.
 Subscribe to one service only or a suite of services (organization wide or per user)

 Subscription plans offer various levels of features

 Separate or integrate on-premises and cloud identities

 Integrate cloud services with on-premises services (Hybrid)



Office 365 Suites



Office 365 Suites

Note – Enterprise E5 is now available



Exchange Online Plans



Exchange Online Plans



What is Office 365?

•SharePoint 
Online

•OneDrive

•Yammer

•Rich client

•Web client

•Apps

•Skype for 
Business

• IM

• Video chat/conf.

• Desktop sharing

•Exchange Online

•Archiving

•Encryption

•AV / SPAM

filtering

Email
Real-time 

Communication

CollaborationOffice

Service Descriptions - https://technet.microsoft.com/en-us/office/dn788955.aspx

Other features:

• Groups / Clutter

• Document Conversations

• Video Portal

• Delve, Graph, Mix, Sway

• MDM

• MFA

• And more...





World-Class Data Centers



Service security– defense in depth
A risk-based, multi-dimensional approach to safeguarding services and data

Threat and vulnerability management, monitoring, and response 

Edge routers,  intrusion detection, vulnerability scanning

Dual-factor authentication, intrusion detection, vulnerability scanning

Access control and monitoring, anti-malware, patch and 
configuration management

Secure engineering (SDL), access control and monitoring, anti-malware

Access control and monitoring, file/data integrity

Account management, training and awareness, screening

Physical controls, video surveillance, access control

SECURITY 
MANAGEMENT 

NETWORK PERIMETER

INTERNAL NETWORK

HOST

APPLICATION

DATA

USER

FACILITY



Compliance

ISO 27001 All customers Available 

EU Safe Harbor EU customers Available

SSAE 16 (Statement on standards for 

Attestation Engagement) 

SOC 1 (Type I  & Type II)

compliance

Primarily US customers Available

FISMA US Government Available

HIPAA/BAA All Customers Available

EU Model Clauses EU Customers Available

Data Processing Agreement All Customers Available

FERPA EDU Customers Available



Office 365 Trust Center

Clear messaging with plain English

Details for security experts

Links videos, whitepapers

http://trust.office365.com

http://trust.office365.com/


Cloud Considerations
 Long term data retention

 Exchange deleted items are retained for 30 days but can be configured 

for a longer period (24,855 days).

 Permanently deleted emails can only be recovered within 14 days.

 Consider Journaling and/or backup solutions.

 Internet access becomes more critical.  Recommend multiple 

vendors.





Where are your Office 365 Identities?

Microsoft Azure Active Directory
 Azure Active Directory (Azure AD) is Microsoft’s 

multi-tenant cloud based directory and identity 

management service.

 Azure AD also includes a full suite* of identity 

management capabilities including:
 Multi-factor authentication

 Device registration

 Self-service password management

 Self-service group management

 Privileged account management

 Role based access control

 Application usage monitoring

 Rich auditing and security monitoring and alerting.

* Subscription level (Free, Basic or Premium) determines features available

Active Directory

Azure 

Active Directory



 Every paid subscription to Office 365 

comes with a free subscription to Azure 

Active Directory. 

 To activate this subscription and access 

the Azure management portal directly, 

you have to complete a one-time 

registration process. 

 You can use Azure AD to manage your 

apps and to create and manage user 

and group accounts independent of 

Office 365.



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable 

for small organizations with no 

integration to on-premises 

directories



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable 

for small organizations with no 

integration to on-premises 

directories

Cloud identity with 
directory synchronization

Single identity

suitable for medium 

and large organizations without 

federation*



Directory Synchronization
• Install on a Windows 2008 R2 / 2012 R2 server

• Configure OUs to synchronize

• Optional – Configure attribute filtering



Directory Synchronization Considerations
 Microsoft requires an Exchange server on-premises to manage 

Exchange attributes

 Password synchronization requires password changes to occur in 

Active Directory (unless a Premium Azure AD license is purchased)

 Account management is done on-premises for most settings



Identity Management with Office 365

Cloud identity

Single identity in the cloud Suitable 

for small organizations with no 

integration to on-premises 

directories

Cloud identity with 
directory synchronization

Single identity

suitable for medium 

and large organizations without 

federation*

Federated identity

Single federated identity 

and credentials suitable 

for medium and large 

organizations



ADFS Implementation

 Multiple ADFS Servers and Proxy (Web Application 

Proxy)

 WID Replication and NLB for redundancy 



ADFS Implementation

 Install the ADFS service (recommend creating a farm)

 Requires an SSL certificate

 Configuration sets up the trust



ADFS Implementation
 Users are redirected to the ADFS server for authentication

Portal.microsoftonline.com



Federated Identity Considerations
 Microsoft requires an Exchange server on-premises to manage 

Exchange attributes

 All authentication and password resets occur on-premises.  If the on-

premises AD is not available the Office 365 resources will not be 

available.

 Consider a fault tolerant design for your ADFS servers



Office 365 Admin Console
https://login.microsoftonline.com/





Email Migration Options



Mailbox Migration Options

More information can be found here

http://technet.microsoft.com/en-us/library/jj863291(v=exchg.150).aspx



Microsoft Migration Tools



 Features and Benefits
 Simple and quick migration solution

 High-fidelity solution – all mailbox content is migrated

 Typically best suited to small and medium organizations

 Users are provisioned automatically during migration

 Works with Exchange 2003 and newer

 Works with on-premises or hosted Exchange systems

 Identity management in the cloud (at least initially)

 On-premises migration tool is not required

 Requirements and Limitations
 Up to 2000 mailboxes in source system (Recommended for <150 mailboxes)

 Outlook Anywhere service on source system (must have SSL cert issued by a public CA)

 Migration Account with Full Access or Receive-As permissions to all

 Azure AD Conncet tool disabled in O365 tenant

 SMTP domains configured in O365 tenant



 Accounts Provisioning

 Migration creates users, mailboxes, DLs and contacts

 Migration enables replies to migrated messages

(i.e. provision process brings over the Legacy DNs)

 Passwords

 No access to passwords from source directory so New passwords created for all users 

 A link to download passwords is sent to admin

 Users must change password on their first login 

 User Experience
 Admin needs to distribute new passwords to users

 Users create their new Outlook profile using O365 username and new passwords 

(Autodiscover)

 All mail is downloaded from the Office 365 mailbox 

(i.e. the OST file must be recreated)



A third party tool that can perform cutover migrations for mailboxes and 

Public Folders

Allows Directory Synchronization to be configured

Works with preexisting Office 365 accounts

 Enhanced data and folder filtering

Bandwidth throttling

 Enhanced reporting

Approximately $12 per mailbox

https://www.bittitan.com/products/migrationwiz



 Features and Benefits

 Simple and flexible migration solution

 High-fidelity solution – all mailbox content is migrated

 Typically best suited to medium and large organizations

 Users are provisioned with Azure AD Connect prior to migration

 No limit on the number of mailboxes, users can be migrated in batches

 Works with Exchange 2003 and 2007 only, on-premises or hosted

 Identity management on-premises

 Requirements and Limitations

 Outlook Anywhere service on source system (must have SSL cert issued by a public CA)

 Migration Account with Full Access or Receive-As permissions to all mailboxes

 Azure AD Connect tool enabled in O365 tenant

 SMTP domain(s) configured in O365 tenant

 An on-premises Exchange Server must remain post-migration for management



 Accounts Provisioning

 For every on-premises mailbox to be migrated there needs to be a MEU or Mailbox in O365

 Migration tool relies on Azure AD Connect to do provisioning

 Passwords

 Target mailbox passwords must be specified for all the users

 Administrators can force users to change passwords on first login

 User Experience
 Admin needs to distribute new passwords to users

 Users create their new Outlook profile using O365 username and new passwords 

(Autodiscover)

 All mail is downloaded from the Office 365 mailbox 

(i.e. the OST file must be recreated)



Exchange 2013/2016 Hybrid – Architecture

On-premises Exchange Org

Users, Groups, Contacts via DirSync

Office 365

Existing 

Exchange 

2010 or 

later

Azure AD Connect

Exchange 

2013/2016

CAS / MBX
(Hybrid servers)

Secure Mail Flow

Sharing (free/busy, MailTips, archive, etc.)

Mailbox Data via MRS

 Hybrid servers to host 

connectors to O365

 Hybrid servers control 

mail flow to/from the 

two sites (OWA, 

SMTP, etc)

 Hybrid servers need 

to remain post-

migration for 

management



Hybrid Coexistence Feature Comparison



Hybrid Mailbox Moves

 Mailbox migrations can go to/from Exchange online

 User’s current Outlook profile is updated with the 

Exchange Online server name via Autodiscover.

 Offline files (OST files) do 

not have to be recreated.

User Experience

Depending on the Outlook version, users may 

be unaware of the migration.  Outlook will 

update when the migration is completed.  Best 

experience with Outlook 2013 or better.





Break 

http://workingnaked.com/wp-content/uploads/2011/08/10-minute-timer1.jpg


Manufacturer Authorized Training Insures 

Learning Content Matches Software

Offering the most Microsoft Official courses in Maryland –

Accepting Software Assurance Training Vouchers!

100% of Baltimore area VMware training in our classrooms

100% of Baltimore area Oracle training in our classrooms

All courses offered locally and online



eLearning



Expert Instructors
Consistently 19 percentage points higher than 

national average for Microsoft Certified Trainers

Tailored Curriculum

Combine chapters from multiple courses 

Add company specific content

Develop hands-on labs using your data

Organizational Focus 

and Insight 
Specific to your culture and objectives

Convenient Training Small or large groups, in one location or many

Your Teams – Local and Remote



Offsite Locations Distraction-free learning

Flexible Scheduling

and Delivery 

Formats

Instructor Led Training (ILT)

Live Virtual Training (LVT)
Attend our ILT sessions from home or work. 

Project Based Training (PBT)

Informal Coaching

Dual monitors display digital curriculum and labs 

simultaneously

Mobile Curriculum and Classrooms

Integration of Video

Your Teams – Local and Remote



Our Process
Account 
Manager

• Understand your needs

Tools
• Assess skill levels

Instructor
• Develop content

Register
• Easy registration

Attend
• Your site, our site and live virtually from your home or office

Evaluate
• Give course feedback using independent evaluation tool

Report
• Attendance and evaluation reports

Reinforce
• Post-class support

Our Process



Customized Training Curriculum



Management
Corporate/

Development
Accounting Topics

3.5 6.17 5 Teaching Time in Hours

5 5 5 Introduction to SharePoint 2010

Navigating a SharePoint Site

5 5 5 Navigating the Home Page and the SharePoint Site

Navigating the Site Content Tree

Navigating the Ribbon Interface

Browsing Lists on a SharePoint Site

Browsing Document Libraries

5 5 5 Using the Recycle Bin

Working with Lists

30 40 40 Discovering Default Lists in a Site

Adding and Editing List Items

Deleting and Restoring a List Item

Attaching Files to List Items

Sorting and Filtering a List

X Setting up Alerts

Working with Libraries

35 45 35 Creating a New Document

SCAN Documents

S: DRIVE

Editing Documents

Adding Documents

X X Co-authoring

5 5 5 Creating a Picture Library and Adding Pictures

10 15 15 Checking Documents In and Out

10 10 Working with Version History - Major

10 Working with Version History - Major/Minor

X 10 10 Using Alerts

5 5 5 Deleting and Restoring Documents

Working with List Settings

X 15 X Configuring Content Approval and Versioning

Training plans 

customized for 

each audience in 

your organization
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System Source Learning Center Instructor Top Box Graph

System Source MS Overall CPLS Overall 3 per. Mov. Avg. (System Source MS Overall) 3 per. Mov. Avg. (CPLS Overall)

Consistently 

19 points 

higher!



Course Name Length

MS20346C Managing Office 365 Identities and Services 5 Days

MS20347 Enabling and Managing Office 365 5 Days

Microsoft Office 365: Web Apps (with Skype for Business) 1 Day



Microsoft Office 2016 and 365 Private Courses

Any one-day Access, Excel, Word, PowerPoint, Outlook or Office 365 

Web Apps course:

Only $143 per student for a class of 10

Save $153-$258 per student

Reserve your dates by 6/30 to secure discounted pricing!



What’s New in 
Office 2016

Steve Deming

Microsoft 

Partner Technology Strategist

sdeming@Microsoft.com

$



Demo

Office 365
• Data Loss Prevention

• Encryption

• Compliance

• Multifactor Authentication

• eDiscovery

59



Business1 Enterprise2

Business

Business

Essential

s

Business 

Premium
ProPlus K1 E1 E3 E4 E5

Estimated retail price per user per month $USD (with annual commitment) $8.25 $5 $12.5 $12 $4 $8 $20 $22 $35

S
ta

n
d

a
rd

 

S
e
rv

ic
e
s

Install Office on up to 5 PCs/Macs + 5 tablets + 5 smartphones per user Business3 Business3 ProPlus4 ProPlus4 ProPlus4 ProPlus4

Access to Office apps and documents from all major smartphones and iPad      

OneDrive for Business – 1 TB personal online document storage        

Office Online – Create/view/edit rights for online versions of core Office apps for 

collaborating on documents
        

Sway for Office 3655
        

Sites - team collaboration & internal portals (SharePoint)       

Private social networking (Yammer)       

Email - 50 GB email, contacts, shared calendars (Exchange)   Kiosk (2GB)    

Meetings & communications - Web conferencing, IM, video, presence (Skype for 

Business)
     

A
d

v
a
n

c
e
d

S
e
rv

ic
e
s

On-premises Active Directory synchronization for single sign on         

Mobile Device Management (MDM) for Office 3656
        

Access to equivalent on-premises server workloads (Exchange Server, SharePoint Server, 

Skype for Business Server) 
   

Upcoming services: Office 365 Video    

Legal compliance & archiving needs for email – archiving, eDiscovery, mailbox hold   

Information protection – message encryption, rights management, data loss prevention   

Enterprise Voice w/Skype for Business (on-prem only)7
 

Equivio Analytics for eDiscovery, Secure Attachments and URLs, Access Control 

End User and Organizational Analytics 

Cloud PBX 

PSTN Conferencing 

PLAN COMPARISON





Evaluations 

Door Prizes

Lunch!

THANK YOU! 


